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To the Audit Committee 
Wheatland-Chili Central School District 
Scottsville, New York 
 

 
We have performed a review of the internal controls of the Information Technology function.  We 
obtained an understanding of these internal controls by inquiry, observation and the inspection of 
documents and records.  Our review of the Information Technology Area included examining all written 
policies and procedures as well as a list of current hardware and software utilized.  Particular attention 
was given to issues such as user IDs and passwords; data and application access/permissions; physical 
safeguards; routine data backup; and disaster recovery planning.  
 
We conducted our review in accordance with attestation standards established by the American Institute 
of Certified Public Accountants.  Such standards require that we understand the School District’s 
management controls and compliance with those laws, rules and regulations that are relevant to the 
District’s operations that are included in our scope.  A review includes examining, on a test basis, 
evidence that supports the transactions performed within the Information Technology area.  We believe 
our review provides a reasonable basis for our findings, conclusions and recommendations included in 
this report. 
 
It should be noted that the comments herein may be critical by nature and do not include the many 
strengths inherent in the District. 
 
 

 
 
EFP ROTENBERG, LLP 
Rochester, New York 
 



 

2 

 

BACKGROUND: 
 
The Wheatland-Chili Central School District (District) is located in Monroe County and has a total 
enrollment of approximately 725 students combined for the high school, middle school and elementary 
schools.  The District utilizes two educational buildings for all students and faculty.   
 
 
OBJECTIVE: 
 
The objective of our audit was to evaluate the internal controls over the Information Technology 
function at the Wheatland-Chili Central School District.   
 
 
AUDIT SCOPE, PROCEDURES AND FINDINGS:    
 
Our overall goal was to assess the adequacy of the internal controls put in place by officials to safeguard 
the assets of the Wheatland-Chili CSD.  To accomplish this, we performed a risk assessment of the 
District’s internal controls so we could evaluate the risk within each control cycle.  Our risk assessment 
evaluated the following areas:  Budgeting; Cash Receipts and Revenue; Transportation; Food Service; 
Extra-Classroom Activity Fund; Capital Assets/Projects and Indebtedness; Purchasing, Claims, 
Accounts Payable and Cash Disbursements; Payroll and Personnel; and Accounting, Reporting and 
Information Technology.  Based on prior audit findings and concerns of the District, the Audit 
Committee of the District selected to review Information Technology.  As a result, our testing was 
limited to this area. 
 
In performing our review of the Technology function, our scope was limited to July 1, 2010 through  
November 30, 2011. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 
 
 
Information Technology Policies, Procedures and Physical Access 
 

 Ensured that the distribution and implementation of new or revised software is controlled. 
 

 Inquired about the disposition of applications and hardware. 
 

 Ensured that the District has an entity wide security system and that security risks are periodically 
assessed. 
 

 Inquired about the establishment of a formal security plan and security management structure. 
 

 Inquired about security policies and compliance with them. 
 

 Ensured information resources and data are assigned levels of risk according to their criticality 
and sensitivity. 

 Determined how the system is backed up, where backups are stored and how they are tracked. 

 Inquired about the training and skill level of the users of the system. 

 Ensured that policies have been implemented to segregate job duties and that the job descriptions 
are documented. 

 Physically observed the servers; ensure they are safeguarded from external threats including the 
elements. 

Information Technology 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 
Information Technology Policies, Procedures and Physical Access (Continued) 

 
FINDINGS: 

 
The controls over Information Technology Policies and Procedures and Physical Access are 
operating effectively with the following exceptions noted: 

 
1. The District does not appear to have established policies and procedures related to Information 

Technology.  Such policies are important in setting standards with respect to issues such as IT 
security, properly safeguarding equipment, anti-virus and malware protections, and other end 
user considerations.    
 

2. The server room stores the core of the District’s information technology infrastructure and is 
critically important to the performance of the financial systems and other key operating systems 
related to communications, security, and student information.  The space currently being used as 
the server room does not appear to be adequate.  The room is small and has limited mobility 
making full access to the servers difficult.  There is also a wall mounted air conditioning unit 
located directly above the servers making them susceptible to damage from water leaks.  

 
3. The District contracts with BOCES to provide staffing to manage its technology infrastructure.  

Although these employees are managed by BOCES, they often work fairly independently on a 
daily basis because they are physically located at the District.  It is important that BOCES 
routinely evaluate their performance to ensure that the District’s technology infrastructure is 
being managed effectively by competent staff.  While it appears that BOCES has a formal 
process for evaluating technology employees assigned to the District, it does not appear that 
performance evaluations were completed during the 2010-2011 school year.    

 
4. Providing opportunities for technology staff to receive continuing professional education is a 

critical component to ensuring staff maintain their technical proficiency.  Technology and 
industry trends in this area change rapidly, requiring staff to take advantage of these 
opportunities in order to stay competent in their field.  Based on our conversations with staff, it 
does not appear that they have received much, if any, formal training or continuing education 
over the past year. 
 

RECOMMENDATIONS: 
 

1. We recommend the District establish policies and procedures related to technology issues in 
order to establish clear standards for creating/terminating network user accounts, security issues, 
proper disposal of equipment, etc.  Implementing these measures would help ensure that risks 
associated with the use of technology are adequately mitigated. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 
Information Technology Policies, Procedures and Physical Access (Continued) 
 

2. We suggest the District consider exploring the possibility of relocating the server room to a 
space that can better accommodate its needs.  A more suitable location should provide adequate 
space to allow full access for server maintenance.  Also, environmental issues should be 
addressed to ensure optimal room temperature while eliminating the risk of damage to equipment 
due to exposure to water from leaking pipes or air conditioning units.  Ideally, the location of the 
server room would be readily accessible by staff responsible for maintaining the technology 
infrastructure. 
 

3. We recommend the District work with BOCES to ensure that its technology employees are 
formally evaluated each year to ensure the technology infrastructure is managed effectively.   
 

4. We recommend the District work with BOCES to ensure that its technology employees take 
advantage of the continuing professional education opportunities that are made available to 
them.  Staff participation in these training opportunities is critical to maintaining their technical 
proficiencies.   

 
MANAGEMENT’S RESPONSE: 

 
1. The District will establish additional policies and procedures related to technology issues to 

establish clear standards for creating and terminating network user accounts, security issues, and 
proper disposal of equipment. 
 

2. As one option, the District is exploring moving the server room from the high school to the third 
floor of T. J. Connor Elementary, partitioning a room as a server room and office space.  
Discussions have occurred with our Director of Facilities.  We are also evaluating the move of 
our server room to a temperature-controlled location on the first floor of T. J. Connor 
Elementary.  A decision will be made and the server room will be relocated during Summer 
2012. 

 
3. It was confirmed that a comprehensive process is in place for the evaluation of BOCES staff 

employed within the District.  Copies of evaluations for the 2008-2009 and 2009-2010 school 
years were provided.  However, evaluations were not completed for the 2010-2011 school year 
due to an oversight.  Protocols were reviewed to ensure that this does not occur again.  
Evaluations occur each year in April for BOCES staff.  The evaluation process for 2011-2012 
has commenced and will be concluded in a timely fashion. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 

4. Upon discussion with BOCES Supervisor Ray Miller, it was confirmed that technical, business 
management, and certification trainings are readily available through Monroe #2 BOCES from 
Mind Leaders for BOCES technical staff.  Mind Leaders is an online platform that offers 
professional development built around content from industry experts and top-name publishers. 
Courses are integrated with Mind Leaders Central, an electronic learning management system, 
and can easily be mapped to individual and organizational goals.  The curriculum for Monroe #2 
Mind Leaders Central has been tailored to support the technical needs of the component districts.  
Professional development goals were included in the 2008-2009 and 2009-2010 evaluations for 
BOCES staff.  The District will continue to establish training goals for our technical staff aligned 
to the work they are doing in the District for their professional growth. 

 
COMMENTS: 

 
1. We noted that the District does not currently have the ability to remotely locate laptops that may 

be lost or stolen.  There have not been any recent cases of missing laptops.  However, having this 
option could be helpful in allowing the District to recover these machines instead of having to 
replace them.  Also, the District cannot remotely wipe the hard drives of any machine that has 
been compromised which may contain sensitive or confidential information stored on it.  
Technology is available to allow the District to remotely locate lost equipment and take 
appropriate measures in the event sensitive information is compromised.  For a relatively 
nominal fee, employing “lo-jack” and remote deletion technologies (at least for certain 
machines) could be incredibly valuable if information such as social security numbers or other 
private student data were lost. 
 

2. Access to the server room is controlled by key rather than a badge swipe system, which offers 
strong controls and greater flexibility in restricting access.  The District does, however, have 
video surveillance of the Technology area to help monitor access.  We suggest the District 
consider installing a badge swipe system to control access to the server room.  This type of 
system could improve the District’s ability to control access and would provide a permanent 
record of who is accessing the servers. 

 
MANAGEMENT’S RESPONSE: 

 
1. It was determined after investigation that the cost would be prohibitive at this time to employ 

“lo-jack” and remote deletion technologies for all District computers.  We will further explore 
the installation of this software on administrative laptops. 

 
2. Discussion occurred with the Director of Facilities, and a badge swipe system will be added to 

the server room. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 
Data Access 

 Evaluated the security of the computer systems to determine if the following procedures are 
being adhered to: 

o Maintain a current list of authorized users and their approved access. 

o Standards are in place regarding the addition, deletion, or modification of an individual’s 
access rights to the overall computer system. 

o IT obtains written authorization from personnel to add or change a user to the system. 

o Changes to access rights are made timely. 

o Controls, such as unique user accounts and complexity requirements of user passwords, 
are in place over the user’s accounts. 

 Evaluated user access privileges in the WINCAP system for reasonableness based on their job 
description and responsibilities. 

 
FINDINGS: 

 
The controls over Data Access are operating effectively with the following exceptions noted: 

 
1. Technology does not currently manage user permissions through Active Directory.  Active 

Directory is a directory service that functions as a central location for network administration 
and security.  It is responsible for authenticating and authorizing all users and computers within 
a network, assigning and enforcing security policies for all network computers.  Technology 
staff indicated it would like to migrate to managing user permissions through Active Directory 
but face limitations due to current server capabilities and configurations. 
 

2. We noted that controlling access to the network should be strengthened.  Generic logins are 
currently used to gain access to the network.  Separate logins are required to login to the file 
server and email accounts.  However, security would be improved by requiring individual logins 
to the network for all users.   
 

3. We were informed that for most logins, there are currently no standard password parameters, 
such as complexity or frequency of change requirements.  Passwords with low complexity 
requirements makes them potentially much easier to be compromised by hackers and/or 
specialized software.  Technology staff indicated they would like to make improvements to this 
area but face limitations due to current server capabilities and configurations. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 
Data Access (Continued) 
 

4. Based on our review of WINCAP user privileges assigned to District employees, the access 
levels appear appropriate given their job responsibilities.  However, we noted that there are a 
significant number of user profiles assigned to individuals outside of the District that also have 
access to Wheatland’s WINCAP system.  We noted 13 user profiles for BOCES employees and 
32 user profiles for employees of the software vendor.  The majority of these profiles appear to 
have been granted significant access to the system, with rights to most business 
functions/modules. 

 
RECOMMENDATIONS: 

 
1. We recommend that the District consider migrating to Active Directory to manage network 

administration and security.  Active Directory would provide technology staff with an improved 
ability to monitor the network, manage user permissions and properly segregate access.  The 
District would need to invest in modernizing its server(s) in order to facilitate this change. 
 

2. We recommend the District evaluate its current login configurations and determine whether any 
improvements can be made that would strengthen security over the network.  We understand that 
the current network configurations are primarily dictated by the District’s server capabilities and 
that any significant changes would likely require replacing server equipment.  We recommend 
the District consider making the investment to modernize its servers.  The purchase of a new 
server can help facilitate these changes as well as providing the ability to migrate to an Active 
Directory environment.   
 

3. We suggest the District consider strengthening its password complexity requirements.  
Technology staff indicated this could be accomplished if the District’s server(s) were 
modernized.  Strong procedures would require passwords to include the use of case sensitive 
letters, numbers, and/or special characters.  Passwords should also be changed periodically.  We 
recognize that user passwords for access to school district networks are often less robust because 
it’s difficult for young students to comply with higher complexity requirements.  The District 
should, at a minimum, ensure that password complexity requirements are adequate for all critical 
systems.   
 

4. We recommend that the District work with BOCES to better understand the origin and purpose 
of these non-District user profiles.  An assessment should be completed to determine whether 
these profiles are for active employees at BOCES and the software vendor.  An assessment 
should also be completed to determine the necessity and reasonableness of such a large number 
of outside users that have such significant access rights over the District’s WINCAP system.  
Profiles for past employees of these organizations and their profiles that are deemed to be 
unnecessary should be deleted immediately. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 

MANAGEMENT’S RESPONSE: 
 
1. With respect to Items #1 through #3, and based on recommendations made by the District’s 

technology team in the Fall 2011, we have budgeted in the 2012-2013 for an upgraded Mac 
server to accomplish the upgrades noted above.  We thoroughly discussed the implementation of 
Active Directory with Monroe #1 BOCES.  Inasmuch as Active Directory is a PC based solution 
and our clients are primarily Mac based, it was determined that we will proceed with our original 
plan of upgrading our Mac server to accomplish authentication and password enhancements.  

 
As background, our critical systems are managed as follows: 
 

o Financial System Support and Maintenance (WinCap) is maintained by Monroe #1 BOCES.  
The server is physically located at Monroe #1 BOCES and BOCES provides all service, backup, 
and recovery support. 

o Special Education Management System (IEP Direct) is maintained by Monroe #1 BOCES.  A 
separate server was purchased as part of this service, and BOCES provides all service, backup, 
and recovery support. 

o Student System Support (School Tool) is maintained by Monroe #1 BOCES.  A separate server 
was purchased as part of this service, and BOCES provides all service, backup, and recovery 
support. 

o Internet access, including Internet access and telecommunications/fiber are purchased through 
Monroe #1 BOCES and maintained and serviced through BOCES. 

o The District maintains an email server to support our First Class service.  We purchase this 
service directly from the vendor without BOCES aid.  We are currently evaluating the feasibility 
of migrating to a Microsoft Exchange email system that would be housed with Monroe #1 
BOCES, supported in the same way as our critical systems, and be BOCES aidable.   

o The District also maintains a server that supports our day-to-day documents (i.e., Microsoft 
Office documents, spreadsheets, presentations, etc.).  Backup support for our servers currently 
occurs through Monroe #1 BOCES. 

 
2. Our internal controls verify that active BOCES employees who support our financial service 

(WinCap) have access to the Wheatland server. Internal protocols and practice only allow 
BOCES staff deemed necessary to support the districts to have access to the WinCap server. 
Staff who may leave the WinCap support team immediately have their profile deleted from the 
server by BOCES and notification is sent to Capital Computer Associates for their reference. 
 User IDs are only available to employees that offer customer support, not all employees. 
Support includes assistance with the use of the application itself, assistance with the platform 
WinCap resides on, installation of software updates, and programming assistance when needed. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 
Data Access (Continued) 
 

COMMENTS: 
 
1. The District has established a computer lock-out protocol which sets most computers to lock 

after a period of inactivity.  However, teachers’ computers are not configured this way because 
of practical reasons in the classroom setting (it is difficult to teach lessons when the computer 
locks frequently).  This creates the risk that unauthorized users can gain access to 
confidential/sensitive information if a computer is left unattended.  We suggest the District 
evaluate the current exceptions to this protocol and determine if they are necessary or if there are 
opportunities to improve the consistency in which the lock out protocol is applied.  To the extent 
possible, use of the computer lock-out feature for inactive computers should be as widely 
implemented as deemed practical by the District.  Technology should then adjust 
computer/network settings accordingly. 

 
MANAGEMENT’S RESPONSE: 

 
1. The lock-out protocol will be adjusted and teachers’ computers will be reconfigured during the 

upgrade to the Mac server that will occur during the Summer 2012. 
 

Disaster Recovery Plan & Other BOCES Support 

 Inquired about their formal Disaster Recovery Plan.  

 Inquired as to the sufficiency of auxiliary power sources and the frequency in which they are 
tested. 

 Inquired about other technology support provided by BOCES. 

 Ensured that their Recovery Plan has been tested and that alternate sites have been established. 

 Inquired about periodically adjusting the Recovery Plan based on test results. 

 Inquired whether a Recovery Plan had been distributed to responsible parties. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 
Disaster Recovery Plan & Other BOCES Support (Continued) 

 
FINDINGS: 

 
The controls over the Disaster Recovery Plan aspect of our testing are operating effectively with the 
following exceptions noted: 

 
1. The District relies substantially on BOCES to provide a range of technology services and 

support, including firewall maintenance, external network intrusion detection, data backup, 
internet access, telecommunications, and disaster recovery related support.  However, it does not 
appear that the District receives any type of independent assurance regarding the competency 
and effectiveness of the abilities of BOCES to provide these services.  That is, BOCES is not 
currently, nor has it ever, contracted with an independent third party to perform an audit (SAS 70 
/ SSAE 16) and report to its clients on the adequacy of its infrastructure, personnel, and 
procedures in providing the technical support that it contracts with area school districts to 
perform.   
 

2. It does not appear that a formal disaster recovery plan has been developed by the District and 
formally tested. 

 
RECOMMENDATIONS: 

 
1. We recommend that the District request BOCES to provide it with an independent assessment of 

the adequacy of its infrastructure, operating procedures and internal controls.  BOCES is 
operating as a service organization with respect to the technology services it contracts with area 
school districts to perform.  As such, area school districts should have some measure of 
assurance that BOCES has developed the necessary infrastructure and created adequate 
operating procedures and internal controls that are operating effectively.  A SAS 70 / SSAE 16 
audit report would provide that assurance. 
 

2. The District should develop an information technology disaster recovery plan that includes 
specific critical elements such as recovery point objectives, recovery time objectives, and 
vendors that can provide the necessary resources to recover from a major interruption.  The plan 
should also include timeframes for formally testing parts of or all of the plan in order to ensure it 
can be relied upon to perform adequately in the event of an emergency. 
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AUDIT SCOPE, PROCEDURES AND FINDINGS (Continued): 
 

MANAGEMENT’S RESPONSE: 
 

1. At a meeting with Monroe #1 staff during the week of January 30, 2012, the District was 
provided with the Office of State Comptroller’s (OSC) report to District Superintendent White 
based on an analysis completed by an assigned group of examiners from the OSC.  This analysis 
was undertaken to gather information about information technology systems that are provided or 
serviced by the Regional Information Center on behalf of component districts.  Based on their 
review of policies and procedures during the examination of technology services at the Regional 
Information Center, the OSC concluded that controls were adequately designed (Report 2008M-
254, dated January 16, 2009).  The District was also provided with a detailed list of internal 
controls, aligned with OSC numbers and areas, including OSC recommended controls, reasons 
for controls, related Monroe #1 controls, and method and frequency of internal control.  The 
Monroe #1 staff indicated that OSC did not require an SAS 70/SSAE 16 audit report, and that 
the Rotenberg firm, in its external auditing of Monroe #1 BOCES similarly did not recommend 
that this assurance be provided to component districts.  Attached is a copy of the OSC report to 
District Superintendent White, as well as the list of internal controls that currently exist. 

 
2. During a meeting with Monroe #1 staff during the week of January 30, 2012, Monroe #1 staff 

confirmed that our backup plan is as follows: 
o Daily backups are retained for two weeks; 
o Weekly backups are retained for six weeks; 
o Monthly backups are retained for one year; 
o All tapes are cataloged and stored in fireproof containers in data centers in two separate 

locations; and 
o A Web Interface is available to the District for the generation of reports relative to these 

backups and is routinely monitored. 
 

Monroe #1 BOCES currently has a disaster recovery plan for the critical systems that the District 
utilizes; i.e., WinCap, School Tool, IEP Direct, School World, etc.  The District will work with 
Monroe #1 BOCES, and incorporate by reference those recovery plans that are currently in place 
for these systems during the creation of our disaster recovery plan document. 
 


